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LAN Turtle - Description

 Embedded computer with Linux based OS
 Housed in a generic USB-to-Ethernet
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LAN Turtle - Deployment

» Just needs power and a network connection
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LAN Turtle - Deployment

 Connect via SSH or have it connect back to you
OROP A LAN TURTLE. GET A SHELL

-
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LAN Turtle - Deployment

 Run attacks against host or network

Modules=s

AutoSS5H maintains persistent secure shells
cron Schedule Tasks

dns-spoof dnsspoof forges replies to arbitrary DNS addr
dnsmasg-spoof DNSSpoof using DNSMasg instead of Dsniff tool
follow-£file Follow log printing data as file grows
keymanager S5H Key Manager

meterpreter Metasploit payload to maintain shells
netcat-revshell NetCat Reverse Shell

nmap-scan Network Mapper discovers hosts and services o
openvpn Openvpn client

ptunnel Proxies TCP over Ping (ICMP) traffic
script2email Email script output wvia SMTP
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Wifi Pineapple
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Wifi Pineapple - Description

* WiIfl security auditing platform
e Kit contains the Wifl Pineapple Nano
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Wifi Pineapple - Description

Micro SD
Storage Expansion USB 2.0 Host Port

Configurable

Reset Button D
"""""""""" Atheros AR9331

High Gain Radio

Atheros AR9271
High Gain Radio
Configurable
o Status LED
Standard USB : : Integrated
Power Connector - : USB Ethernet Adapter
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Wifi Pineapple - Deployment

e Can be used over SSH or via a web Interface

Configuration -

@ Allow Associations
@ Log Probes

# Log Associations

% PineAP Daemon
 Beacon Respanse

% Capture SSIDs 10 ool
@ Broadcast SSID Pool

@ WiFi Pineapple
Dashboard

Recon

Clients

Filters

Modules ~

PineAP

Tracking

Logging

Reporting

Broadcast SSID Pool Interval | Normal

Beacon Response Interval | Normal

SOUrCEMAC | DD:CO-CABBIA26

TergetMAC | FFFFFFFFFFFF

Save PineAP Settings

Scan Settings

AP Only @® AP & Client

Continuous

Scan Results
Ssip

GuestWiFi -

The Network ~
acme-guest| ~

The Network Guest ~
ngHub_319445N90031A ~
acme-n -

ATTS68 ~

Sonic-391 ~

15 Seconds

Scan

0 hours, 20 minutes

MAC Security Cha
00:C0:CA:8B:3B:26 ~ Open 1
10:BF:48:BF:39:36 | ~
34:13:E8:25:FA41 | ~

AC:CF:85:12:41:DE ~

Landing Page Browser Stats
@ nroma w
. Freiox o
o“w— Explorer e

C4:85:08:6F-72:E7 | ~

10:BF:48:D8:60:67 | ~ WPA2 1

00:1A:DD:C1:64:41 ~ WPA2 1

@ o
10:BF:48:08:60:67 | ~ WPA2 1

@ =
EB:FC:AFAE:6B:42 ~ WPA2 n omer &
00:1A:DD:C1:64:44 ~ WPA2 1 Bulloting
B8:16:19:53:40:11 ~ WPAZ 1

Load Buteting fom WiFPneaspie com

B0:FE:20:4D:AB:33 ~

No Netications
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Wifi Pineapple - Deployment

e Scans and attacks can be run from the G

8 WiFi Pineapple [x]
Drashbsoard .
Scan Seltings
Focon
AP Only @ AP & Clont 15 Seconds = Sean
CEonts
Continuous
Fillars
Modulos
Scan Results
PincAP
SSID MaAC Security Channel Signal
Trackin
Lo L GuostWiFi - 00:COCAREIIBIE - Qpon 11 100%
Logging 10:BF48:BF:39:36 -
Reporting FINIESZEFAGT -
Patwor kg ACCFE512:41:0E -~
Confignaration Ca 85008 6F . T2.ET -
s . Tho Motwork = 1BF AR DE60ET - WRAZ 1 0%
ey ACME-GUEST - O1ADDICT 681 - WRAZ 1 60%
The Mebwork Guos! - 10BF 48 086067 - WRAZ 1 a2%
ngHub_319445N3003 1A - Ef:FCAFAE 5842 -~ WRAZ 11 a48%
ACME=N - D01 ACDDOCT 444 - WWRAZ 1 S8%
ATTSEE - BB 19534011 - WRAZ 1 28%
Sonic-391 - GFE-2M4AD-ARIA3 - WRAZ z 24%

Unassociated Clients
MAG
COeCONCABB3A22
BCOE: TCS8: P22

BE-EBE BT FF-DT:41
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Wifi Pineapple - Deployment

* Filters can be set up

9C:D9:17-6A:E0:CA s
PimaiP Filler Dafry Miods Swilzh
AfiMAC  FAemove MAC e
A DG FECTD
- ACD-BSEETTHD
FinafP Tracking BA57 TEAZEC4D
o . [ 52 TE &2 60 4D
Add BAS  Aemove B — =
EL:F:FaED ':']-I:-
Deauth Client b
Desict® Mubtiplsar
Dot

Add  Remie

5500 Fillaring

Dy Mk

A Remove
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Wifi Pineapple - Deployment

 Tools are installed as modules
WiFi Pineapple

Dashboard
HackRF Ui
Recon
Clients
Remove Dependencies
Filters
Modules - . .
Settings i
Manage Modules
Sample 10M
Commander Rate
Evil Portal Center 2 AGHZ
Frequency
HackRF
Transceiver RX -
Module Maker Mode
nmap File frootitest.css
Name
PineAP
Othfer [ Enable RF Amp [ Antenna Power
: Options
Tracking
Logging RX (] RX BB Gain @ RX IF Gain

Options
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Wifi Pineapple - PineAP

* Tool for deploying rogue access points

8 WiFi Pineapple

Lashboard

Recon

Chients

Filters

Modules -

FineAPR

Tracking

Logging

Reparting

Metworking

Confiquration

Advanced

Help

Configuration -

# Allow Assoclations
# Log Probes
# Log Associations

FineAP Daemon; Enabled

# Caplure 32105 o Pool
# Beacon Response
+ Broadcasi 551D Pool

Save PineAP Settings

Swilch

Beacon Response Interval Marmal

Broadcast SS1D Pool Interval Mormal

Source MAC 00 CoCA BB 3A XX

Target MAC | FF.FF.FF.FF.FFF

SSID Pool | -

GuestWiFi
The MNehwork
acme-guest
Concourse-s
Friee WiFi
University Open
atme-floora
Tenant 201
default
FresWim
maobileAr
wirelgss
cabbewili
Horme
no_ssid

Add

Fiafrash

Remaoyve
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Wifi Pineapple - PineAP

 Listens for and responds to beacon requests

Ajrport - Free Wifi
Sure why nol
D McDonalds - Free Wifi? i a: - Thal's me

otarbucks
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Wifi Pineapple - PineAP

* Observed SSIDs get added to a broadcast pool

8 WiFi Pineapple
Cashboard
Recon
Chents
Filters
Modules -
FineAP
Tracking
Logging
Reparting
Metworking
Confiquration
Advanced

Help

Configuration -

# Allow Assoclations
# Log Probes
# Log Associations

FineAP Daemon; Enabled

# Caplure 32105 o Pool
# Beacon Response
+ Broadcasi 551D Pool

Save PineAP Settings

Swilch

Beacon Response Interval Marmal

Broadcast SS1D Pool Interval Mormal

Source MAC 00 CoCA BB 3A XX

Target MAC | FF.FF.FF.FF.FFF

SSID Pool | -

GuestWiFi
The MNehwork
acme-guest
Concourse-s
Friee WiFi
University Open
atme-floora
Tenant 201
default
FresWim
maobileAr
wirelgss
cabbewili
Horme
no_ssid

Add

Fiafrash

Remaoyve
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USB Rubber Ducky
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USB Rubber Ducky - Description

» Keystroke injection tool
 Housed In a generic USB drive case
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USB Rubber Ducky - Deployment

Step 1) Insert into device (PC, Phone, etc.)
Step 2) Ducky types very very fast (>1000 w/m)

Step 3) Profit!
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USB Rubber Ducky - Firmware

* FiIrmware options available:

- Duck firmware
- “Twin Duck”: allows storage on SD card
- “FAT Duck”: No keystroke injection, just storage
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USB Rubber Ducky - Payloads

* Payloads are placed on the SD card
* “Ducky Script” Is used to write the payloads

Command Use Command Use
REM Comment ALT key Type alt + key
DEFAULT DELAY Set default delay to x | CONTROL key Type control + key
X or
or CTRL key
DEFAULTDELAY x
DELAY Xx Wait x milliseconds REPLAY X Replay last command n times
STRING abc Type keys “a”, “b”, and F1, F2, F3, DELETE, CAPSLOCKS, etc.
“C"
GUI or WINDOWS Type windows key
SHIFT key Type shift + key
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USB Rubber Ducky - Payloads

 Open Notepad and type “Hello World”
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USB Rubber Ducky - Use Cases

 Download and execute malware
* Open reverse shell
* Pull windows creds from memory (mimikatz)

e Bruteforce

- Logins with a finite wordlist

- Android screen lock pin!
« Automate non-malicious activity
¢ ...7?
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USB Rubber Ducky - Caveats

* Need information on target device before
creating payload

* Required physical access
* Not intelligent (no conditional statements, etc.)
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USB Rubber Ducky - Demo!

e “15 second Mr. Robot hack”

e Extract windows credentials with Mimikatz and
send to a web server.

LIVE DEMO

1ALSO,LIKETO LIVE
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Questions?
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